INTRODUCCION




LLl
-
o
@
2
-
<
V2]
O
O
2
<

DE KIEV - 2022




CRIMEA 2014




GRU - Directorio Principal del Alto
Estado Mayor de las Fuerzas Armadas rusas

SVR - Servicio de Inteligencia Exterior
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La activacion
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Ataque cibernético

Llamadas y mensajes de movil

Dmitry Kozak
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FSB — Servicio General de Segur

Temporary Operational Groups

TOG -

OTROS

Destacamentos Alpha
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Detenciones y torturas
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WHO’S WHO IN RUSSIAN CYBER ESPIONAGE?

FSO

Federal Protective

FSB

Federal Security
Service of the Russian

SVR

Foreign Intelligence

GRU

Main Intelligence

SPECTRUM
MAGISTRAL
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Service of the Russian Service of the Russian Directorate of the General S 0 R M
Federation Federation Federation Staff of the Armed Forces
of the Russian Federation

SPETSSVJAZ

The FSO's Spetssyyaz
sub-unit organizes na-
tional government and
milltary communica-
tions and ensures the
security of the data
transmitted along
these channels.

16* CENTRE

18" CENTRE

The 16th Centre is the
FSBs's main signals and
cyber intelligence unit.
The cyber operations of
the FSB's 18th Centre
may have targets outside
state borders.

In the cyber sphere,
the SVR's activity
level and capabilities
are not comparable
to the other Russian
special services, but
the SVR is engaged in
developing its cyber
capability.

APT29
The Dukes/Cozy Bear

6 DIRECTORATE

From the Russian ter-
ritory, the GRU actively
carries out signals and
cyber intelligence around
the world, possessing
the best technological
capabiity among all
Russian special services.

Sofacy/Fancy Bear

APT - or Advanced Persistent Threat - carefully targeted, long term cyber operations in the course of which attackers
combine multiple techniques to obtain the needed information about the target.

PSKOV
SHERLOCK



Milicias
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Spetsnaz
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Fuerzas chechenas
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